
2022/2/18 1

ꝧ氦梪㗞מ껖刌׳Webؓٛو⺸ׄFuzzingٜ٭صSecHackFuzz

ꝧ氦껮Ⳃت٭ؤ♧㸓ِح颋冋㱳硔

ꝧ氦杯㕙ךFuzzing㵵⪌؅鶟םٖؓ؞جי״Webؓ؅ٛو䎎מ⯥׽ג

槆⥼ : Flaticon https://www.flaticon.com/SecHackFuzz : https://github.com/shfz

ّٚءٞو

/memo text=abc%

/memo text=abc'

Fuzz(ゖ갭؅䌕׀颯ذ٭ظםֹא׊׆)؅㛻ꄈמ鴜׽鱮׳
200 OK

500 Internal Server Error

Webؓס⫁ٛو┘鸵⮉ם⭚杼מ颯㍔؅٭ؙٚ׾׌嚀危氳מ
釤׾ׄח吾削䣆嫎

Webؓٛو

Fuzzingעכ

̜ 仴㰆סFuzzingעٜ٭صWebꝧ氦縖ַׂמַ✳יזכמ

Webꝧ氦縖泘稗סFuzzingֿٜ٭ص䑒釐
ꝧ氦杯㕙מ㵵⪌עמ״ג׾׿׈

錚了؅⛰䈱׵㛙嫰ַם׀ך

ַם؅縒ֻؔطٖٛ؞ج׽ױֵ

㱦⪒䓪؅㵼ַם䣆ꝴך澬ַג״־
̜嚀危氳מ吾削׾׀ךFuzzing

SQL injection?

SecHackFuzzך㲔杯׾׌禆禈氳ٖؓ؞جםWebؓٛوꝧ氦

ꝧ氦

Fuzzing ⟣塜

㚺催ׇמכCIך
Fuzzing؅㲔车

甙䢥؅舅Ⳃ攐㲊٭ؙٚ

Fuzzing؅㲔车
塜澬鏀⟢י׊

Webꝧ氦杯㕙

CIךꝧ氦杯㕙מ㵵⪌

SecHackFuzz؅CIךꝧ氦梪㗞מ磝ײ鱮׳

ꝧ氦~Fuzzing~⟣塜؅ٜؠؕئס禆禈氳מ㍑׌

מ⯥׽ג䎎ֿٛوWebؓםٖؓ؞ج

ΗWebꝧ氦縖ֿ㵵⪌٬錃㲊ׂ׌׷׊

Ι⟣塜⛼哅٭ؙٚ׾׌ع٭َئ؅甙䢥舅Ⳃ攐㲊

☪䏲Webꝧ氦縖ֿ✳ַ䜉׾ַי׿銧鏤ך鋗鳭

GitHubךׄד׾׌غ٭٤ٞؗر؅ٛػؕف׼־㲔车

؅䦡䍖؛ٛػب&⪋㵵ךٜ٭ص畘杼ة٭آشق

ٚؕؒنٞو⪋㵵ךٜ٭ص畘杼ة٭آشق

SecHackFuzz

؛ٛػب

Webؓסٛو⫂鼧ס⭚杼ס鹜燯؅⹦䐂؅ٚؕؒنٞو׾׌Webؓמٛو㵵⪌

data = MzY1

ٚؕؒنٞو

יז׻מّثٛإ鹦⚥氳ٜؓ׼־Fuzzג׊鷼⮼ךױ岐ַ⭚杼׽׻
岐ַ⭚杼מ⮼鷼׾׌⺎耆䓪ֿ냕ַFuzz؅榟䡗

(⹆縒) 鹦⚥氳ّٜؓثٛإ

榟䡗מّر٤ٚ
Fuzzג׊

מ岐ַ⭚杼׽׻
⮼鷼ג׊Fuzz

⫂鼧⭚杼銶峮

◫⹓ך榟䡗׿׈
Fuzzג

◫⹓

⫂鼧⭚杼銶峮 ٬٬٬狯抅㚺樟
◫⹓

狯抅㚺樟

┩♏ֿ鶟׽׻מצג׳岐ַ⭚杼מ⮼鷼׾׌Fuzzֿ榟䡗׾׿׈澬曍ֿ냕ׂ׾ם

⫂鼧ס⭚杼ס鹜燯؅⹦䐂٬鴜⟓
מכ׵؅؛ٛػب
⟓؅鴜عتؙؠٛ

̜ յ׊氦榟甙䢥؅舅Ⳃ攐㲊ס٭ؙٚךٚؕؒنٞو
舅Ⳃ䤷牭מ؅GitHub Issueع٭َٝג״כױ

̜ ׫塜⛼哅⟢׃׌מכ׵Issue؅ס׆

ךFuzzם؆ל

י׊㵚מAPIסל

ֿ٭ؙٚם؆ל

־ג׊氦榟ך׆ל
סכFuzzׇךٚؕؒنٞو

氦榟甙䢥؅舅Ⳃ攐㲊ס٭ؙٚ
&

GitHub Issueמ舅Ⳃ䤷牭

Fuzz

מ岐ַ⭚杼׽׻
⮼鷼ג׊Fuzz

仴㰆סFuzzingסٜ٭ص꡾槡

Ζם؆לWebؓ׵ךٛو吾削⺎耆

CSRF٤ؠ٭ع غ٭٠تقّؕذ٠٤

邾丗׷عتؙؠٛס⺎㚺ֿذ٭ْٚق䑒釐םWebؓעٛو
仴㰆סFuzzingעךٜ٭ص吾削ַם׀ך

氧ꎰAPI٭ا٭ٗ

٤APIؕءٞ

API⽛؛ٛػب׊⭳צ
(TypeScript, JavaScript)

鐆ײ鱮ײ

Fuzzing؅㲔车
SecHackFuzz Webؓٛو

Ζ ׵ךٛوWebؓם؆ל
Η Webꝧ氦縖ֿ㵵⪌٬錃㲊
Θ 㵼ַם侇ꝴך
Ι ⟣塜ع٭َئךױ

㵵⪌׼־㲔车٬⟣塜ךױWebꝧ氦縖泘稗

SecHackFuzz

؅㡎غ٭٠تقّؕذ٠٤י׊⪋؅㵵ة٭آشقnpm׫؛ٛػب
㵚䑴⺎耆מ喋☼ם喋չסٛوWebؓ׾׌כ״

銧鏤מ♀㷯׾׌刎鬁ם兢♭錃㲊

㛙鼧׾׻מة٭آشق䦡䍖

邾丗סAPI؅吾削⺎耆
邾丗סAPI⽛ך⫁؛ٛػبסח؅1׊⭳צ鋗鳭״ג׾׀ךյCSRF
؅吾削⺎耆ٛوWebؓם䑒釐ֿعتؙؠٛס邾丗סלם٤ؠ٭ع

HTTPغ٭ؤتذ٭طت♓㛙׵מյ槆ꪫמ辐炐ג׿׈乃㰄׷鹜燯⩝
מ♭兢ס㲊⮭٭؅ؙٚלםة٭ًס

Fuzz榟䡗嚀啶ס瞿䈱⺸┕סٚؕؒنٞو٬㵚䑴Webؠ٭٠ّ٭ٝن
ךכ׆׌ף⛈מ׼׈Ꝏ䢥؅ס؅车ַյSecHackFuzzלם䦡䍖ס
րWebؓٛوꝧ氦杯㕙ךFuzzingֿ䎎מ⯥׽גց؅泘䧗׌

1┩♏泘 2┩♏泘

⟣塜⛼哅ךFuzzingס腬㛻؅٭ؙٚ׼־ءٞם䌕׀颯׌׆Fuzz؅⹦׊⭳׽յ
㛻㚺ע哅⛼׾׌攐㲊ח׍ח1־ס׾׌氦榟ֿ٭ؙٚך׆ל

TypeScript؅؛ٛػبס鋗鳭י׊CLIךّٚءٞو㲔车
(JavaScriptעגױ)

CI┕ך㲔车⺎耆םCLIٜ٭ص

SecHack365

964365
hi120ki@example.com

CSRF٤ؠ٭ع

GET

POST

邾丗؅عتؙؠٛס鴜׾ ⺎㚺סذ٭ْٚق榟䡗

Θ鹦⚥氳ٜؓ׾׻מّثٛإFuzzingסⲖ曍⴫

https://github.com/shfz
SecHackFuzzעOSSי׊כ⪜ꝧ╈

Webؓٛو


